
www.eccnetmalta.gov.mt

ECC MALTA 
NEWS NOVEMBER 2021 ISSUE 02

Watch out. BLACK FRIDAY and 
CYBER MONDAYS are here!
Another Black Friday or Cyber Monday 
is with us. Traders are already piping 
up with the best deals they can offer, 
whilst consumers are ready to take 
advantage of these discounts to buy 
products for themselves or their loved 
ones in preparation for Christmas. The 
European Consumer Centre in Malta 
would like to remind you that you have 
the same rights when purchasing items 
on sale as they usually would have. 

As a consumer, you should be careful 
when purchasing items during this 
period. One should not be caught by 
the hype as what you may assume is a 
bargain may not be one. Consumers 
should make sure that the bargain 
being advertised is a genuine deal.
The need to be careful when 
purchasing items on sale becomes 
even more critical during this period 
since, unfortunately, some traders and 
scammers tend to take advantage of 
your shopping needs.

If you are looking for Christmas gifts 
for your loved ones or something for 
yourself during this sales period, make 
sure you know your rights. You should 
be aware that:

• Stores should provide you with accurate 
information. Hiding or giving false 
information is an unfair commercial 
practice.

• The price of an offer must include all 
taxes and shipping costs.

• Both the original price and the 
percentage of the reduction should be 
indicated. 

• The minimum EU legal guarantee 
time for all new products is two years 
and applies to all products purchased 
irrespective of being purchased at a 
discounted price. The EU legal warranty 
is applicable without any cost, whilst the 
commercial warranty, which the seller 
provides, may vary. The commercial 
warranty can only add protection to the 
legal one. EU regulations ensure that 
you are entitled to this guarantee at no 
cost in all the EU countries, including 
Iceland, Norway, and Liechtenstein.

• If the product was defective or different 
than the description announced, 
the seller can either repair, replace, 
make a discount, or reimburse the 
amount of the purchase. Contractual 
clauses should be written in clear and 
understandable language.

• You should be informed of any ‘special 
conditions’ which may apply.

• Where possible, make secure payments, 
such as with the use of credit cards.

• When purchasing a product or service 
online or outside a commercial 
establishment, you are entitled to cancel 
and return the order within 14 days 
without providing any justification to the 
seller, known as the right of withdrawal.

In this edition, we decided to inform consumers about online shopping. Online 
shopping is very convenient; however, we must take the necessary steps to 
avoid mishaps, especially during this period of heavy discounts related to Black 
Friday. Linked to this article, we also tackled the issue of scams and the steps 
that a consumer must scrutinise before purchasing the product. Finally, we 
provided a case study and a success story based on our Centre’s complaints.
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BEWARE OF SCAMS!
Scams can come in many forms but are all designed to get hold of your money. With the advances 
in digital communication, scammers have become more sophisticated to target people and steal 
money and information. New forms of scams emerge daily, and therefore all consumers should take 
the necessary precautions to avoid such negative experiences from these cybercriminals. 
By following the steps in this brochure, you will limit the risk of being a scam victim.

#1 Pay attention to the URL
Secure websites have their address 
starting with HTTPS:// rather than 
HTTP://. The letter ‘s’ stands for secure. 
One should also look for the small 
padlock and press on it to check 
the details of security. It is of utmost 
importance to make sure that the 
computer is protected against viruses 
and spyware. If a website uses HTTP:// 
only, that is not a clear indication that 
the website is a scam. However, it is 
a signal that you are not protected 
against hackers when providing your 
personal details. To be on the safe 
side, one should never enter personal 
financial information if a website is not 
secure.

#2 Check the domain name
Study the URL as some fraudulent sites 
have URLs that look just like those 
of large brands or companies at first 
glance before including any of your 
personal information like your credit 
card number. Some cybercriminals set 
up sites with just one letter off from 
the genuine websites, hoping that 
you mistype the URL or overlook the 
intentional spelling mistake.
 
#3 Do your research
Never judge a company by the look 
of the website. Before purchasing, 
especially if it is the first time and you 
are in doubt, always check the domain 
age. You should be aware of websites 
that have just been set up. It would 

also be a good idea to read any reviews 
posted by other consumers to see 
whether the concerned trader can be 
trusted or not.
 
#4 Watch for poor grammar and 
spelling
Scrutinize the information found on 
the website, mainly by reading the 
information on the homepage or 
pages dedicated to the company’s 
statement. If there is an excess of 
grammatical mistakes, that is indicative 
that the website was set up in another 
country and went up quickly. Trusted 
companies will put extra effort to 
present a professional website that 
includes all the required information.  
 
#5 Know with whom you are dealing
A relaible website would usually 
have detailed information about the 
trader, specifically the company’s 
address, email, phone number and 
the date when the company was 
registered together with the company’s 
registration number. One should be 
careful of websites that provide little or 
hidden information; for example, only 
an email address is included.
 
#6 Refunds and Returns policy 
This step is crutial when you are 
buying online as all legitimate websites 
should include information on how 
consumers can lodge a complaint 
together with the link for the Online 
Dispute Resolution platform. Online 

traders should also provide additional 
information about the EU ODR 
platform and the link to this platform 
and specify the trader’s email dedicated 
to complaints submitted within this 
platform. Furthermore, the trader 
should also inform the consumers 
about any cooling-off rights, during 
which the consumer can cancel the 
order without incurring any penalty.
 
#7 Use only secure payment options
Before making the final decision to 
purchase the object, the consumer 
must remember that any payment 
should be made through secure means 
such as a credit card or other online 
payment systems. Unless you know 
precisely the receiver, avoid sending 
payments through bank transfers. 
Credit Card details should never, in 
any circumstances, be sent by email. 
Consumer needs to be also aware of 
the terms and conditions, which are 
usually written in smaller text. 

#8 Too good to be true
There might indeed be stores that 
offer huge discounts. These discounts 
could be because it is the last item, 
old stock, or the store is closing its 
doors. However, finding a considerable 
discount, sometimes even 80%, on 
newly released products is challenging. 
Stay away from these websites, as 
the chances are that you will end up 
without the product purchased and the 
money paid.
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This newsletter is brought to you by the European Consumer Centre Malta
This newsletter is part of the action 785600 — ECC-Net MT FPA which has received funding under a grant for an ECC action from the European Union’s Consumer 
Programme (2014-2020). The content of this publication represents the views of the author only and it is his/her sole responsibility; it cannot be considered to reflect 
the views of the European Commission and/or the Consumers, Health, Agriculture and Food Executive Agency (CHAFEA) and/or its successor the European Innovation 
Council and Small and Medium-sized Enterprises Executive Agency (EISMEA) or any other body of the European Union. The European Commission and the Agency 
do not accept any responsibility for use that may be made of the information it contains.

Disclaimer: Whilst every effort is made to ensure accuracy, the European Consumer Centre Malta cannot be held responsible for matters arising from any errors or 
omissions contained in this publication. The information provided is intended as a guide only and not as a legal interpretation.

Case Study
The consumer ordered a set of tyres from a seller located in Malta as they were cheaper than what would be paid for from 
an Estonian tyre service station. The picture shown on the website displayed the latest model of a particular renowned 
brand. To the consumer’s surprise, the model received was the old model, which means that the consumer was misled into 
believing that he was purchasing the latest model at an attractive price. Unfortunately, the trader never replied to our emails, 
even though a local address was indicated on the website. After some investigation, it was clear that the company was not 
physically located in the address provided was provided with a private residence.

The consumer bought seven boxes 
of diet pills for the price of €187.20. 
The advert stated that if you do not 
lose weight, the company will fully 
refund you. The consumer consumed 
two boxes, achieving no results, and 
decided to contact the seller. The 
seller’s representative informed the 
consumer that the ‘company’ would 
reimburse just the unused boxes. 
The consumer contacted the ECC of 
her country of residence and shared 
her complaint with our Centre. After 
various attempts, we got a reply from 
the company’s legal representative. 
Our Centre argued that this was a 
clear case of misleading advertisement 
and provided proof of the advert. An 
amicable settlement was reached 
whereby the seller refunded the 
consumer the whole amount, including 
shipping costs.

Success Story

ECC MALTA NEWS NOVEMBER 2021 ISSUE 02


